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General Goals and Characteristics for PSEI Standards

1. Introduction
1.1. Scope

This document describes the Department of the Navy's goals and general characteristics for
the definition and specification of Project Support Environment (PSE) Interface (PSEI)
standards for the Next Generation Computer Resources (NGCR) Program. :

PSEI standards are essential to the timely and cost effective development of the majority of
the next generation Navy mission critical computing systems. PSEI standards will assist
the Navy in efficiently providing systems which address a wide range of performance
levels, compatible computing service levels, and functionality levels.

These goals and characteristics provide general guidance to the NGCR Project Support
Environment Standards Working Group (PSESWG) in the selection of PSEI standards. It
is expected that more specific goals and characteristics will be defined within particular PSE
service areas to guide the selection of individual PSEI standards.

Each general goal and characteristic is described in a subsection of this document. In
addition, each general characteristic description includes evaluation criteria with a scoring
scheme. It is intended that these evaluation criteria be used for subjective scoring and
analysis of competing standards; quantitative scoring should only be applied to the specific
characteristics defined for a particular PSE service area.

1.2. Terminology

The goals and characteristics in this document are presented informally and at a fairly
abstract level. It may not be possible or even desirable to make this document precise.
However, consistent usage of terms will evolve in subsequent revisions of this document.
2. Goals

2.1. Transportability of Data, Tools and Users

Transponability'is measured in the degree to which the change to a different PSE can be
accomplished without rework.

Data transportability refers to the ability to move project related data to a different PSE
without change to the representation format of that data.

Tool transportability refers to the ability to install a tool on a different PSE without
changing its implementation.

User transportability refers to the ability of a PSE user to move to a different PSE
without requiring retraining on the PSE user interface and/or on the included PSE tools.

2.2. Quality Interface

The goals associated with the quality of PSEI standards address characteristics of standards
which directly or indirectly specify a feature of the interface that contributes to overall
support environment desirability. These goals are both technical and psychological in
nature. An acceptable interface standard will have high subjective or objective scores in as
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many of the stated goals for quality as possible. Quality goals have been grouped into
seven broad categories for comparison purposes.

"Modularity"

Interface standards will be of high quality if they are self contained, well defined, and
exhibit the technical features of high cohesion and low coupling. For example, interfaces
which have no coupling are pairwise orthogonal and will not interact or conflict with each
other in any way.

" Simplicity"
The client-to-interface relationship in a high quality standard will be straight forward and
uncomplicated. This is not to be construed as unsophisticated or of minimal functionality.

"Minimal Definition"

This goal specifies that there be no excess specification in the standard, or that the standard
consists of primitives and control of those primitives only. An ideal standard will have a
minimal specification.

" Testability"

The interface defined by a quality standard will be testable. Further, test suites or
benchmarks will be available against which to measure performance and compliance to a
standard. This characteristic is intended to include the concept of **Built-In-Test" (BIT)
provisions. ‘

" Friendliness for User and Buyer"

This goal requires that in order for a PSEI to be a quality interface it must be
understandable, have a high degree of safety and confidence associated with it, be robust,
and be recognized as such by both buyers and users. ““Buyer" is used here to mean the
Program Manager putting together an acquisition package to configure a PSE for his
project. It is insufficient that only highly technical individuals be able to determine the
benefit and power of a particular interface standard.

" Producibility"

This goal is the combined effect of those elements of a design and the planning for a design
that enables an item to be produced in the least amount of time with the least cost, while still
meeting the necessary quality and performance requirements. Producibility applies equally
to issues conceming software, firmware, hardware, and system and interface specification
and production. By definition, producibility must be integral with all aspects of a PSE from
development of the initial concept through acceptance testing of the delivered system.
Continuous evaluation and consideration of producibility is particularly important when
meeting the stringent requirements of mission critical computing systems which may
require the efficient interaction of complex, heterogeneous, modularized backplane bus
architectures or the utilization of a single, dedicated processor. Attention to producibility in
the development phase of a system, whether it is complex or simple, will enhance
operability throughout the system's life cycle, from initial fielding through retirement.

"PSE Extensibility" :

Like many other goals, quality goals shall be compatible with and expandable under other
PSE specifications. This is intended to include the concepts of open-ended specifications
and upgradable growth potential.

2.3. User Confidence
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In large measure, the success of any standard depends on user confidence. When the
standard is reflected in the specification of an interface, user confidence is all the more
important. Developers of products on either side of the interface are likely to be impacted in
ways requiring modifications of existing products or products under development in order
to meet the interface specification. In addition, there is the potential for concems to be
raised regarding robustness (will I be able to do all that I want across the interface),
ambiguity (will the specification be liable to variable interpretation by implementors),
efficiency (will the specification admit to efficient implementations), and orthogonality (will
adoption of this interface specification preclude or interfere with choices for other interfaces
or products). Adoption of standard interfaces results in new constraints on users while
holding out the promise of future benefits in product portability, interoperability, and
maintainability. User confidence in the interface specification is essential if he is to be asked
to invest in it today on the basis of a promise of future benefit. Consequently, user
confidence is a significant goal for all NGCR products, and for the planned PSEI

specifications in particular.
2.4. Long Life-time Project Support

All PSEs must be developed with a view toward a long, useful life-time. Consideration
must be given to insuring that the most current technology is employed within the system
under development or modification. Use of technology, even though advanced and state-
of-the-art or state-of-the-practice, must be proven in real, current systems to engender user
support and confidence. The risks for implementation of the system or interface technology
should be analyzed and judged acceptable prior to production decisions.

To insure long-life usefulness of a system, it is imperative that the issues of growth and
modernization of a system be considered early. New technologies, even those just now on
the horizon, must be examined for potential future inclusion in the current developmental or
operational system. The system design, insofar as possible, must be logically modeled in
such a way as to ensure extensibility in the future. Technology insertion must be a primary
driver in developing specifications and standards to insure system operability with future
technology. Strategies to identify and capture future technology must be examined. Strong
consideration must be given to using commercial off-the-shelf (COTS) software in an effort
to drive down costs and add vendor support. This characteristic maps directly to OSVISO
standards and specifications under review within the NGCR Program.

The projected life cycle of the system should be evaluated from initial concept, given
current mature technology and developmental items which may also effect long term
operation. Factors effecting the operating environment must also be considered in light of
current and viewable future technology. Similarly, plans for lay-away and potential
mobilization must be considered. The system and all its parts and the defined and
developed interfaces may be required to operate on a ramp-up schedule basis after some
extended period of dormancy. Consequently, the logicalization of a system must be such
that long life can be achieved.

2.5. Reduced Navy Cost

Currently, a PSE is developed specifically for the MCCR of each weapons system, and is
usually rebuilt several times during the life of the system, just as is the weapons system
itself. By providing a clear path for PSE development and upgrade for the MCCR of a
weapons system, the cost of first time development of PSEs for MCCR will be reduced as
well as upgrade and maintenance phases of the PSEs. Cost can be reduced by minimizing
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the cost to migrate software products between PSEs; for example from subcontractor to
prime contractor to governmental PSE.

2.6. NGCR Program Support

Many of the other goals in this section are also goals for the whole NGCR Program. This
section describes those goals or constraints imposed on interface specifications which are
due to limits and constraints imposed by the NGCR Program itself. These goals are not
primarily technical in nature. The NGCR Program has several goals, such as the goal that
the interface specifications should be non-proprietary, or that the specifications should have
wide industry use and support. However, these goals are technical goals based on the
higher level goals of getting more current technology at lower prices into Navy computer
systems.

The major programmatic goals are based upon the program deadlines. The program plan
calls for the NGCR PSEI standard to be in place by 1998. The interface specifications
chosen for inclusion in the standard must be mature enough by 1996 to be included in the
draft standard. Those interface areas that have no mature, industry accepted interface
specifications by the 1996 time-frame can not be included in the standard.

Another programmatic goal is that the standards of the NGCR Working Groups should be
usable together when building systems. This goal applies less to the PSEI standard than to
the others because PSEs do not need to be built to real-time mission-critical requirements,
but only need to be able to produce systems that are. In addition, it is a fundamental
premise of the NGCR Program that standards selected by the Navy reflect an " open
systems" approach. Thus, standardization on proprietary designs is to be avoided.

2.7. Tool Integration

The use of tools for project management, engineering, debugging, testing, and data
management provides some relief from the complexities of development that modem
systems generate. However, the present lack of integration of these tools does not allow
manual steps to be eliminated in moving data between the various tool groups. Often,
project management must generate paper charts for the design phase; test results must be
transferred by disk or paper to data repositories. Additional manpower is required when
training and experience does not reach across all of the tools.

Integration of these tools in a common framework with a common user interface and
databases would truly release their power. Project managers would have access to design
~ data for insights on project schedules. Designers would be able to examine test results for
performance information.

3. General Characteristics

3.1. Consistent with Other NGCR and PSESWG Interfaces
3.1.1. Definition

The interfaces chosen to be part of the NGCR PSEI standard should be consistent with
each other and to a lesser degree should also be consistent with the other NGCR standards
and general industry usage.

3.1.2. Relationships to Goals
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This characteristic helps build user confidence: when the interfaces are consistent and
usable together there is less risk in using them. It also reduces Navy system engineering
costs when the interfaces chosen for a project are known to be consistent. This
characteristic also supports the NGCR Program Support goal.

3.1.3. Evaluation Criteria

10.... No inconsistencies found for candidate interface specification.
5.....Several minor inconsistenéies found.
0.....Major inconsistencies found with two or more interfaces already chosen.
3.1.4. Rationale for Criteria

It is most important to look for inconsistencies with interface specifications already chosen
for the PSEI standard, so it should be given the most weight when found. Inconsistencies
with other candidates are of importance even if the other candidates are not chosen because
they represent approaches chosen by industry. Being inconsistent with other industry
approaches limits the participation of industry. The other NGCR standards are only weakly
related to the PSEI standard, so those inconsistencies are given the least weight.

When an inconsistency is found it can be classified as either a major inconsistency or a
minor inconsistency. Major inconsistencies should count much more against a candidate
than minor inconsistencies. A major inconsistency implies that the two interface
specifications could not be used together in the same system without a significant loss of
functionality, while a minor inconsistency implies that a non-trivial work-around exists for
the inconsistency allowing the two interfaces to be used together with only a minor loss of
functionality. Two interfaces should not be considered inconsistent if a simple, trivial
work-around allows both interfaces to be used together without loss of functionality.

3.2. Interface Sufficiency
3.2.1. Definition

A sufficient interface provides all necessary functionality to using applications. The degree
to which this characteristic is satisfied may vary depending on the needs of a particular
application or application domain.

3.2.2. Relationships to Goals

This characteristic supports the goals of User Confidence, Reduced Navy Cost, and Tool
Integration.
3.2.3. Evaluation Criteria




NAWCADWAR-92104-70

General Goals and Characteristics for PSEI Standards

10.....All necessary functionality is directly available via the interface.

8 .....All necessary functionality is either directly available, or else is available by
composition of directly available functionality provided at the interface.

S5..... Only commonly used functionality is directly available or available by
composition of directly available functionality from the interface.

1.....All necessary functionality can be obtained, but may require adding significant
modules that use the interface as a starting point.

0.....Significant necessary functionality is unavailable via the standard interface; it
may either be completely unavailable, or else may only be available via
proprietary extensions to the interface standard.

~3.2.4. Rationale of Criteria

A standard interface is most useful if it provides all necessary functionality in its domain of
applicability, rather than requiring applications to develop additional layers of code to
provide the missing functionality. The necessity to develop additional functionality
increases costs, and encourages the development of redundant and incompatible solutions
to the missing functionality.

3.3. Extensible Interface
3.3.1. Definition

An extensible interface is an interface standard which allows upward mobility for new
products by an extension path.
3.3.2. Relationships to Goals
This characteristic directly supports the goal of Quality Interface (PSE Extensibility). An
extensible interface is vital to Transportability of Tools and Data, and indirectly supports
the goal of Reduced Navy Cost. As new tools are developed, they will begin to obsolete
the interface as it is originally designed.
3.3.3. Evaluation Criteria
10.... Extensibility has been demonstrated.
5..... Extensibility features exist but have not been demonstrated.
0.....No extensibility features exist or extensibility attempt was unsuccessful.
3.3.4. Rationale for Criteria

Demonstrated extensibility provides evidence that the interface will support future
enhancements without major changes to applications using the current interface.

3.4. Lasting Interface Technology
3.4.1. Definition
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The interface is in use at the time of its selection for incorporation into the PSEI standard,
and will be in wide use for a useful period of time following the adoption of the PSEI

standard.
3.4.2. Relationships to Goals

This characteristic supports the primary goal of Long Life-time Project Support and the
secondary goals of Tool Integration, NGCR Program Support, Reduced Navy Cost, and -
User Confidence.

3.4.3. Evaluation Criteria

10..... The candidate interface is widely used commercially, and is the clear choice by
users, where applicable, over any competition.

5. The candidate interface is available commercially on a number of platforms,
and is the clear choice by users where available. However, the candidate
interface has competition which is equally available and utilized by users on
other platforms.

0..... The candidate interface is not widely available, and has multiple competitors
available at least as widely on the same or different platforms.

3.4.4. Rationale for Criteria

This is a subjective prediction based upon the assumption that a PSE service area that is
experiencing intense competition is not likely to have settled on a stable choice.

3.5. Technology Utilization
3.5.1. Definition

The specification of a PSEI standard should embody state-of-the-practice technology, and
should be implementation independent.
3.5.2. Relationships to Goals

This characteristic supports the goals of Long Life-time Project Support and Tool
Integration.
3.5.3. Evaluation Criteria

10.....The specification reflects state-of-the-practice and does not dependona
particular implementation technology.

5.....The use of the specification is expected to decline over the life-time of the
PSEIS, or is bound to a particular implementation technology.

0.....The specification reflects obsolete technology and is unlikely to be used in the
near future.

3.5.4. Rationale for Criteria

We want to select specifications that will be usable during the life-time of the PSEIs and
which will incorporate newer technology.

3.6. Stability of Interface Specification
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3.6.1. Definition

An interface specification needs to be relatively stabile over the life-time of the PSEI
standard, with incompatible changes unlikely, if it is to provide a useful level of PSE
compatibility.

3.6.2. Relationships to Goals

This characteristic supports the goals of User Confidence, Reduced Navy Cost, and Tool
Integration.
3.6.3. Evaluation Criteria

10.....The candidate interface is not expected to undergo major or frequent
incompatible changes.

5.....The candidate interface is expected to undergo minor or infrequent
incompatible changes.

0.....The candidate interface is likely to undergo major or frequent incompatible
changes.

3.6.4. Rationale for Criteria

An interface that is subject to major or frequent incompatible changes will require excessive
rework.

3.7. Compatibility With Older Versions
3.7.1. Definition

The specifications chosen to be part of the NGCR PSEI standard should be compatible
with respect to data and function of older versions.
3.7.2. Relationships to Goals
The characteristic of upward compatibility will build user confidence and provide
consistency. It will reduce Navy project costs by reducing user retraining and data
conversion time. This characteristic directly supports the goal of Long Life-time Project
Support.
3.7.3. Evaluation Criteria
10.....Completely compatible with older versions.
5..... Several minor inconsistencies with older versions.
0.....Major inconsistencies with older versions.
3.7.4. Rationale for Criteria
Complete upward compatibility is the goal for a NGCR PSEI standard interface.

It is possible to move upward with a few minor inconsistencies, however retraining and
conversion costs will be incurred.

An interface which requires major retraining and conversion efforts should not be
considered upwardly compatible.
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3.8. Support Exists For Interface Specification
3.8.1. Definition

Support for the interface specification exists in the form of actively meeting users' groups
or technical conferences, publically available tutorials or training courses, and publications
(textbooks, etc.).

3.8.2. Relationships to Goals

This characteristic supports the goals of User Confidence, Long Life-time Product
Support, and NGCR Program Support.
3.8.3. Evaluation Criteria

10.... .Regularly meeting users' groups, technical conferences, publically available
tutorials or training courses, and currently published technical books or
documentation exist that provide technical support for the interface
specification.

5 .....Technical books or documentation exist, but there are no regular meetings of
technical organizations related to the interface specification; consequently,
technical support is limited.

0.....No publically available support exists.
3.8.4. Rationale for Criteria

Users will perceive more risk without the availability of active users or experts in the use of
the interface. They will incur higher costs, especially during first time use, without
technical help providing answers to questions and lessons leamned.

3.9. Stature of Sponsoring Organization
3.9.1. Definition

The specification should be an international (e.g., ISO) standard as opposed to a Navy-
only or DoD-only standard.
3.9.2. Relationships to Goals

This characteristic supports the goals of User Confidence, Long Life-time Project Support,
and NGCR Program Support.
3.9.3. Evaluation Criteria
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10.....Approved standards developed by accredited international bodies.
10.....Approved standards developed by accredited regional bodies.
10.....Approved standards developed by accredited national bodies.

8.....Draft standards developed by accredited intemational bodies.

8 .....Draft standards developed by accredited regional bodies.

8 .....Draft standards developed by accredited national bodies.

6.....Recognized de facto standards and specifications developed by non-accredited
bodies using an open forum.

4.....Approved standards and specifications developed by non-accredited
international standards bodies using a closed forum.

4.....Approved standards and specifications developed by non-accredited national
standards bodies using a closed forum.

2..... Product.
0.....None of the above.
3.9.4. Rationale for Criteria
A goal stated in the POM is to adopt commercial standards. Vendors and users alike will

use a standard that has wide acceptance. A larger audience will exist for building experience
and evolving the standard.

3.10. Availability of Suitable Documentation
3.10.1. Definition

In addition to the specification itself, documentation for at least the implementor and user
should exist.
3.10.2. Relationships to Goals
This characteristic supports the goals of Quality Interface, User Confidence, Reduced Navy
Cost, and NGCR Program Support.
3.10.3. Evaluation Criteria
10.....Multiple sources for detailed documentation of various types are available.
5..... Only minimal set of documentation exists.
0.....Nothing is addition to the specification is available.
3.10.4. Rationale for Criteria

Detailed documentation with illustrative examples is essential to insure broad use of the
interface specification and to maximize interoperability.

10
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3.11. Navy Influence in Community Maintaining Interface
3.11.1. Definition

The Navy must have the ability to propose changes to the interface standard with the
expectation of a fair hearing on the proposal's merits. This requires a formal, documented
mechanism for change proposal and change evaluation. The Navy must not be at a
disadvantage with respect to other users of the interface when seeking to modify the
interface definition or to guide the direction of its evolution. It is not required that the Navy
control the interface maintenance activity, but merely that the Navy have some real ability to
influence the decision process with regard to changes in the interface.

It is further required that a formal process be documented for reporting problems
discovered with the interface standard. The process must include a mechanism for
establishing the priority of problem reports for consideration by the community maintaining
the interface.

3.11.2. Relationships to Goals

The ability of the Navy to influence the community maintaining the interface is important to
several of the Navy's top level goals, including development of sufficient user confidence
in the interface standards and reduction of Navy costs. In addition, it is tightly coupled with
NGCR Program objectives.

3.11.3. Evaluation Criteria

10.....Expect most Navy interests to be in common with most other constituents.
S5..... Expect some Navy interests to be in common with many other constituents.
0.....Expect Navy's views to be in minority on most issues.
3.11.4. Rationale for Criteria

The NGCR Program seeks to reduce costs through adoption of commercially-supported
interface standards. The adoption of such standards, however, means a loss of full control
over the interfaces. Consequently, the assurance of user confidence in the interface
standards, which is itself necessary for success in achieving a practical standard, demands
appropriate Navy influence within or upon the community responsible for maintaining the
interface. The Navy is likely to have the best chance of exerting this influence where its
interests are most in common with other users of the standard.

3.12. Acceptance by Commercial Providers
3.12.1. Definition

The interface standard must not only be embraced by weapon systems developers who also
build support environments, but also by commercial entities who must build products to
meet the specification.

3.12.2. Relationships to Goals

This characteristic is related to the goals of User Confidence, Long Life-time Support,

Reduced Navy Cost, and NGCR Program Support.
3.12.3. Evaluation Criteria
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10.....Commercial providers actively support specification development and have
available products.

5.....Commercial providers are supporting specification development, but are
building prototype products.

0.....Commercial providers are ignoring the NGCR PSEISs and are building
products to other or no standards.

3.12.4. Rationale for Criteria

A stated goal of the NGCR Program is to work with commercial interests to develop
specifications. These commercial interests must be actively supporting the specification
development and show their understanding and perception of low risk by using the
standards developed for their product lines.

3.13. Nonproprietary Interface Specification
3.13.1. Definition

An interface specification is nonproprietary if either it is not based on the interfaces
exported by a particular proprietary product, or else the vendor of the proprietary product
has released the exported interface specification into the public domain so that competing
vendors can build to the interface without paying for the privilege.

3.13.2. Relationships to Goals
This characteristic supports the goals of Transportability, Long Life-time Project Support,
Reduced Navy Cost, and NGCR Program Support.

3.13.3. Evaluation Criteria

10..... The interface specification is a formal standard (e.g., ISO, ANSL, IEEE, ezc.).

8......The interface specification is an industry standard implemented by multiple
vendors without royalties to an “~owner".

5.....The interface specification is an industry standard implemented by multiple
vendors, but licensed by an ““owner" to those vendors.

1.....The interface specification is an industry standard implemented by multiple
vendors, but the implementation must be acquired from the ““owner".

0.....The interface specification is implementable by only one vendor.
3.13.4. Rationale for Criteria

Proprietary interface specifications conflict with the goal of expanding competition and
increasing product availability.

3.14. Low User Risk
3.14.1. Definition
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In order to be successfully used in weapon system development programs, especially

during the Engineering and Manufacturing phase, the specification must appear to be low

risk to the user. Otherwise, the user will pursue waivers or “*work-around” strategies.
3.14.2. Relationships to Goals

This characteristic supports the goals of Quality Interface (Simplicity, Testability and
Friendliness), User Confidence, Long Life-time Project Support, and Reduced Navy Cost.
3.14.3. Evaluation Criteria

10......Standard has been successfully used on a prior program, and is adequately
supported.

5.....Standard has been used in a prototype with a substantial body of information
indicating it can be used successfully on a real program.

0.....Standard has not been used on a real program.
3.14.4. Rationale for Criteria

All weapons system development decisions are based in large part on perceived as well as
measured risk. In the later phases of development, less risk is allowable. The user must
feel that the level of risk is acceptable, or he/she will not use the standard.

3.15. Language Bindings Exist
3.15.1. Definition

Many of the interface specifications will require an application programming interface (API)
so that tool builders and integrators can write programs that access the services. Some
interfaces are specified in a language-independent manner rather than in a particular
programming language. This is especially true of international specifications. To meet goals
for portability, the interface specification must include language bindings for the major
programming languages used for developing PSEs: Ada and C.

3.15.2. Relationships to Goals

This characteristic is needed to achieve the goal of tool and user portability. Standard
language bindings allow tools to be transported by recompiling on the new system. This
characteristic also makes tool integration easier and will reduce the PSESWG effort needed
to produce a standard that includes a language binding for the interface.
3.15.3. Evaluation Criteria
10.....has both Ada and C binding standards.
6.....has binding standard in Ada only.
4.....has binding standard in C only.
0.....has no Ada or C binding standard available.
3.15.4. Rationale for Criteria
(Note: this characteristic is not applicable to specifications that do not need an APL) The

two major languages for current PSE development are Ada and C. Other languages were
not considered because bindings in those languages would not significantly aid in achieving
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binding standards in these two important languages and it is expected that few
environments would require other language bindings. Ada is given priority over C because
of the emphasis within DoD on the use of Ada.

Also, there are 4 levels of binding status, with priority or value decreasing from top to
bottom:

a..... Binding standard exits.
b...... Draft standard or industry de facto standard exists
Covrnnn A base-line specification that can be used to start a standardizaﬁon effort exists.

d...... No binding exists

3.16. Conformance Tests are Available
3.16.1. Definition

Conformance tests are used to evaluate a candidate product's conformance to a particular
standard by running tests on that product.
3.16.2. Relationships to Goals

This characteristic supports the goal of User Confidence, Data Transportability and Quality
Interface (Testability).
3.16.3. Evaluation Criteria
10.....Formal/rigorous/complete conformance tests are available.
5..... Some conformance tests are available.
0.....Conformance tests are not available.

3.16.4. Rationale for Criteria

Any level of conformance testing is better than nothing, but partial conformance testing
may give a false impression of the quality or level of conformance.

3.17. Transportable Data
3.17.1. Definition

The data produced by a PSEI specification should be transportable between tools and
environments without major conversion.
3.17.2. Relationships to Goals

When data is transportable between tools and environments without major conversion, the
cost of Navy systems is reduced and user confidence in the data is increased.
Transportability of data allows the user to consider a wider variety of interfaces and
removes the need for specialized products.

3.17.3. Evaluation Criteria
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10.....Data is transportable between tools and environments.
5 Minor conversion is necessary in order for the data to be transported.
0.....Major conversion is necessary to transport data.
3.17.4. Rationale for Criteria

Having the capability to transport data between interfaces reduces the cost of Navy systems
and increases the user's confidence in the data. The more transportable the data is with
other PSEJs, the more open the selection will be when choosing a project environment.

Transportability can be achieved with several minor inconsistencies in the data. Navy
project costs are increased by data conversion efforts and user confidence in the data is
decreased.

A major conversion effort implies that two interfaces cannot exchange data. The project
environment selection would be limited.

3.18. Heterogeneous Distribution
3.18.1. Definition

A heterogeneous distributed system is a collection of multiple, independent but logically
related heterogeneous processors connected by a computer network. It permits the
development and manipulation of distributed data and functions on disparate systems while
making the distribution transparent to the user and provides user control, as necessary.
Heterogeneous distributed systems allow data to be entered, processed, and stored where it
is generated, shared with different sites, and replicated to give users the option of accessing
copies of data in the event of a site or network failure.

3.18.2. Relationships to Goals

This characteristic supports the goals of Quality Interface (PSE Extensibility),
Transportable Data, Reduced Navy Cost, and Long Life-time Project Support.
3.18.3. Evaluation Criteria
10.....Specification has demonstrated support for heterogeneous distributed systems.

5.....Specific support for heterogeneous distributed systems is minimal, but nothing
precludes support.

0.....Not useful in a heterogeneous distributed system.
3.18.4. Rationale for Criteria

Evaluation criteria for heterogeneous systems must examine heterogeneity issues in areas
such as the following:

15




NAWCADWAR-92104-70

General Goals and Characteristics for PSEI Standards

a...... existing/planned hardware/firmware/software

b...... current and future operating systems

Counnnn communications protocols

d...... communications hnks

€.eunns data management systems

f...... data models

[ SR data manipulation languages and transaction management protocols

Site autonomy, with each site in the heterogeneous distributed system maintaining control
and privacy of data, must be preserved while allowing users to commonly share data at
varied sites. Continuous operation of the system must be preserved with no system-wide
down time for random or planned events. Data location, fragmentation, and replication
must be transparent to the user and to any shared applications. Systems operations must be,
during performance and conformance testing, as well as long-term operation, hardware,
operating system, and network independent from the user's viewpoint.

To obtain a high degree of reliability, availability, maintainability, and stability from
heterogeneous distributed systems, the transparent communication of data must be available
across multiple sites. Dynamic processing of common data and communications must deal
with the analysis, optimization and execution of distributed processing while each site
carries on its own local execution load. This must occur transparently while aspects of the
network are subjected to varying traffic patterns and bottlenecks. The development of new,
heterogeneous distributed processing technology is stimulating the development of
applications that require support for distributed communications and data processing. In
turn, the ability to share data from environment to environment must be based on proper
system integration and system cooperation in order to reduce long term system
development and operation costs and improve user productivity.

3.19. Hardware Independent
3.19.1. Definition

Hardware independence indicates the degree a configuration item (software, hardware,
interface, standard) depends on the hardware and operating system of a particular host.
3.19.2. Relationships to Goals

By definition, hardware independence is crucial to the transportability of data and tools

without standardizing on a particular hardware product. This characteristic also supports

the goals of User Confidence, Long Life-time Project Support, and Reduced Navy Cost.
3.19.3. Evaluation Criteria

16




NAWCADWAR-92104-70
General Goals and Characteristics for PSEI Standards

10.....is completely independent of the host hardware and operating system.
6......depends on host operating system.
4.....depends on host hardware.
0.....depends on both hardware and software.
3.19.4. Rationale for Criteria

Since popular operating systems are usually developed to be hardware-independent
themselves (e.g., Unix), standardization of an interface on a particular operating system
product does not impact transportability as much as hardware standardization.

3.20. Security
3.20.1. Definition

The PSE interfaces must be compatible with commercial and government definitions of
security requirements. There are differences in requirements between military users of
secure services and commercial users seeking protection from unauthorized disclosure of
and access to data and processes. Security provisions for PSE interfaces must support both

concepts of security mentioned previously. Many of the security services which must be
specified in PSE interfaces will be transparent to users when the system is running.

Security provisions are most commonly defined in the U.S. using the terms, concepts, and
requirements of the Department of Defense Trusted Computer System Evaluation Criteria
(TCSEC) [DOD 5200.28-STD]. These are appropriate for NGCR PSE interfaces as well.
The Computer System Laboratory (CSL) of NIST, as part of its program to promulgate
technical computer security guidelines, has published the Computer Security Subsystem
Interpretation of the TCSEC which provides further rationale and definitions pertinent to
security implementations on computer-based systems. '

3.20.2. Relationships to Goals

Classified data will be processed, at a minimum, by operating systems, networks, and
database products, and will be passed from one phase of program development to another.
This may include transferring from one PSE to another. Interface specifications which
provide proper support to security considerations support the Transportability, Quality
Interface, Long Life-time Project Support, Reduced Navy Cost, and Tool Integration
goals.

3.20.3. Evaluation Criteria
10.....Specification has been implemented with multilevel secure provisions.
5.....Specification does not prohibit security provisions.
0.....Specification is not adequate to support security provisions.
3.20.4. Rationale for Criteria
The security characteristic must be assurable for any PSE which could host secure data in

any phase of project life. However, if a particular PSE will never host secure data, the
security requirements need not apply. Security standards exist in two broad categories: 1)
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specifications for DoD Trusted Computer Systems provided in a series of DoD documents,
and 2) encryption and authorization standards for privacy and proprietary control in
commercial systems.

Navy PSEs will be required to store, process, and transfer classified data with secure
methods satisfying DOD security standard requirements. A PSEI which does not provide
adequate provisions for secure interfaces will not support Navy projects with classified data
and processing requirements.

PSEISs such as those for operating systems, networks (local and wide area), and database
systems which process secure data must be supportable in a PSE with multilevel security

provisions.
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Appendix A. Mapping of Goals to Characteristics

2.1 22 23 24 25 26 2.7
Transportability | Quality | User Long Life- | Reduced NGCR Tool

of Data, Tools | Interface | Confidence | time Navy Cost | Program | Integration
and Users Project Support
Support

3.1 X X X
Consistent\ with
otheA NGCR
and\ PSESWG
Interfaces

3.2 X X
Interface
Sufficiency

3.3 X X
Extensible
Interface

34 X
Lasting Interface
Technology

3.5 Technology X X X
Utilization

3.6 X X X
Stability of
Interface
Specification

3.7 X X X
Compatibility
with Older
Versions

3.8 X X X
Support Exists
for Interface
Specification

3.9 X
Stature\ of
Sponsoring
Organization

3.10 X X X X
Availability of\
Suitable

Documentation
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3.11

Navy Influence\
in Community
Maintaining
Interface

3.12
Acceptance\by
Commercial
Providers

3.13
Nonproprietary
Interface
Specification

3.14
Low User Risk

3.15

Language
Bindings Exist

3.16
Conformance
Tests\ are
Available

3.17
Transportable
Data

3.18
Heterogeneous
Distribution

3.19
Hardware
Independent

3.20
Security
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Zyg Martynowicz
TELEDYNE SYSTEMS CO.
19601 NORDHOFF STREET
NORTHRIDGE, CA 91324

Masao Matsumoto

NEC CORPORATION

C&C SOFTWARE DEVELOP. GROUP
11-5 SHIBAURA2

TOKYO 108 JAPAN

Kevin Mccaffry

CONVEX COMPUTER CORP.
7501 GREENWAY CENTER DR.
GREENBELT MD 20770

Jim Mcglothlin

ORACLE CORPORATION
222 N.SEPULVEDA BLVD
SUITE 2300

EL SEGUNDO, CA 90245

John D Mcgregor

CLEMSON UNIVERSITY

DEPT. OF COMPUTER SCIENCE
CLEMSON SC 29634-1906

Darrell B Mcindoe
10260 OLD COLUMBIA RD.
COLUMBIA MD 21046-1707

NAWCADWAR-92104-70

Distribution List

Glenn Mcleod

NAVAL SURFACE WARFARE CTR
10901 NEW HAMPHIRE AVE

M/S N14

SILVER SPRING, MD 20903

Thomas J Mcnamara
MCNAMARA & ASSOCIATES
41 SUMMITT AVE

QUINCY, MA 02170

Chuck Mcpherson

HQ US ARMY MATERIEL COMMAND
US ARMY

AMCIO-T-T

ALEX, VA 22333-0001

David Melkonian

MITECH, INC

2361 JEFFERSON DAVIS HWY
SUITE UL336

ARLINGTON VA 22202

John Mellby

TEXAS INSTRUMENTS
P.O. BOX 869305

M/S 8513

PLANO TX 75086

Rick Mercadante
COMPTEVFOR
CODE 621E
NORFOLK VA 23511

Adrien Meskin
14900 SWEITZER LANE
LAUREL MD 20707

John Meyer

SOFTMEYER SOFTWARE
12926 ALLERTON LN
SILVER SPRING, MD 20904

Michael R Meyer
HUGHES AEDFG

P.0. BOX 902

SIDE E 0 BLDG. E1

EL SEGUNDO CA 90245

Frank Miccoli

KAMAN SCIENCES CORP.
258 GENESEE ST.

SUITE 103

UTICA NY 13502

Maj. Howard E Michel
HQ AFSC/ENR
ANDREWS AFB, DC 20334




Judy Kerner

THE AEROSPACE CORP.
M/S M8/117

P.O. BOX 92957

LOS ANGELES CA 90009

Hans Keus

WESTMOUNT TECHNOLOGY
POORTWEG 8

P. O. BOX 5063 2600 GB DELFT
2612 PA DELFT

THE NETHERLANDS

Amrik S Khatra

SPAWAR

DEPT.OFTHENAVY

ATTN: BLDG.NC1
WASHINGTON DC 20363-5100

Sanford B Klausner
V4TH CO.

2290 VALERIE COURT
CAMPBELL, CA 95088

Chuck Koch

NAWC-AD

CODE 7031

WARMINSTER PA 18974-5000

Allan H Kopp
TELESOFT

2231 CRYSTAL DRIVE
SUITE 500
ARLINGTON VA 22202

Lcdr John R Koprowski
COMOPTEVFOR USN
CODE 621

NAVSTA

NORFOLK VA 23511-5225

Robert Kowalski

ORACLE FEDERAL GROUP

3 BETHESDA METRO CENTER
SUITE 1400

BETHESDA MD 20814

Ed Kreil

NSWSES DET

CODETN

DAHLGREN, VA 22448-5160

John Leahy

SUN MICROSYSTEMS
2650 PARK TOWER DR.
VIENNA, VA 22180

Robert E Lee

1215 JEFFERSON DAVIS HWY
SUITE 1300

ARLINGTON VA 22202

NAWCADWAR-92104-70

Distribution List

Bill Lev

LOCKHEED MISSILES & SPACE COMPANY

ORG 8HO1, BLDG 586
1111 LOCKHEED WAY
SUNNYVALE, CA 94089-3504

Alex Levinson

GE AEROSPACE

ROUTE 38 CORPORATE CTR
BLDG 148-309
MOORSETOWN NJ 08057

Alexander V Lewin
SPAWAR

DEPT.OF NAVY
SPAWAR 3243L
WASHINGTON DC 20363

Randall Lichota
HUGHES AIRCRAFT CO.
GROUND SYS. GROUP
P.O. BOX 3310
FULLERTON CA 92634

Jack Liu

RESPOSITORY STANDARDS/DEC
110 SPITBROOK RD

M/S ZKO02-3/N30

NASHUA, NH 03062

Joe Lomax

NAVAL AVIONICS CTR

2000 EAST 21ST STREET

CODE 822

INDIANAPOLIS, IN 46219-2189

Anita Backer Lopez
CODE 071
WASHINGTON DC

Mary Curtin Loux

ANALYSIS & TECHNOLOGY

190 GOVERNOR WINTHROP AVE.
NEW LONDON CT 06320

Monte K Luhr

DECISION SYSTEMS TECHNOLOGIES
P.0. BOX 4989

WOODBRIDGE, VA 22194-4989

Stephen F Lyda

NAVAL WEAPONS CENTER
INFORMATION SYSTEMS PROJECTS
CODE 27C

CHINA LAKE CA 93555

Bradley C Lyon

NSWSES DET

CODETN

DAHLGREN, VA 22448-5160




Henry Heffernan

19 EYE ST.

(202) 789-1880 FAX
WASHINGTON DC 20001

Jim Hegerty

DATA FOCUS INC.

12500 FAIR LAKES CIRCLE
SUITE 160

FAIRFAX VA 22033

Bill Herberger

STAR TECHNOLOGIES
515 SHAW ROAD
STERLING VA 22170

Jim Hess

OFFICE OF ASSIT. SEC. OF ARMY

THE PENTAGON
ATTN: SARD-Z85
WASHINGTON DC 20310

Ken Hoffmann

DEPT. OF VETS AFFAIRS
810 VERMONT AVE.
WASHINGTON DC 20240

Cdr David Hogen
SPAWARSYSCOM

CODE 231
WASHINGTON DC 20363

Robert J Hokanson
PARAMAX SYSTEMS CORP.
P.O. BOX 6458

M.S. UIR19

ST. PAUL, MN 55164-0525

Howard Hollander

GE OCEAN SYSTEMS DIV.
P.O. BOX 4840
ELECTRONICS PARK
SYRACUSENY 13221

Steve L Homoki .
ARMSTRONG DATA SERVICES
1750 NEWYORK AVE.

SUITE 201

WASHINGTON DC 20006

Bill Homer
WESTINGHOUSE

M/S 5163

P.O. BOX 746
BALTIMORE MD 21203

Michael J Horton

UNISYS

P.0. BOX 517

CENTER FOR ADV INFO TECH.
PAOLI, PA 19301

NAWCADWAR-92104-70

Distribution List

Edward Hotard

MARTIN MARIETTA
10315 BROOM LANE
SEABROOK MD 20706

Steve Howell

10901 NEW HAMPSHIRE AVE.
(301) 394-1175 FAX

SILVER SPRING MD 20903-5000

Phil Hwang

NAVSWC

10901 NEW HAMPSHIRE AVE.
SILVER SPRING, MD 20903-5000

Glenn Hughes Ii

RATIONAL

6707 DEMOCRACY BLVD.
SUITE 500

BETHESDA MD 20817-1007

Ed Jacques

JHU-APL

M/S 6-31

LAUREL MD 20723

Myong Jensen

DYNAMICS RESEARCH CORP.
1755 JEFF. DAVIS HWY
SUITE 802

ARLINGTON, VA 22202

John S Johnson

NAVAL AIRONICS CENTER
CODE 825

600 EAST 21ST ST.
INDIANAPOLIS IN 46219

Nina Jones

INTEGRATED MICROCOMPUTER SYS.
P.0. BOX 1705

DAHLGREN VA 22448

Mark Karan

BOOZ, ALLEN

4330 EAST WEST HIGHWAY
SUITE N553

BETHESDA MD 20814

Howard Kea

DMC HEADQUARTERS
(AMCDE-CS)

5001 EISENHOWER AVE.
ALEXANDRIA VA 22333

Barbara Keller

SPAWAR

FIVE CRYSTAL PARK
2451 CRYSTAL DRIVE
WASHINGTON, DC 20363




NAWCADWAR-92104-70

Distribution List

James U Ferguson

LOGICON

2100 WASHINGTON BLVD.
ARLINGTON VA 22204
Christopher Francis

9901-R BUSINESS PARKWAY
LANHAM MD 20706-1840

Mark Gardner

CONTEL FEDERAL SYSTEMS
15000 CONFERENCE CENTER
CHANTILLY VA 22021

Ryan D Gatling
ST. INIGOES MD 20684

Joel Gemmell

ORACLE FEDERAL GROUP

3 BETHESDA METRO CENTER
BETHESDA MD 20814

Brian Gill-price

VP PRODUCT DEVELOPMENT PROCASE
3130 DE LA CRUZBLVD.

SUITE 100

SANTA CLARA CA 95054

Cdr Bernard G Gogel

OPNAYV -095

NAVY DEPARTMENT
WASHINGTON DC 20350-2000

Richard Good
SILTRONIX

9449 BALBOA AVE.
SAN DIEGO, CA 92123

Debbie Gore

ADVANCED SYSTEM TECHNOLOGY INC.

12200 E. BRIARWOOD AVE.
SUITE 260
ENGLEWOOD CO 80112

Thomas A Grobicki
ADASOFT

8750-9 CHERRY LANE
LAUREL MD 20707

Richard W Grote

PRCINC.

1500 PLANNING RESEARCH DRIVE
MS 5S3A

MCLEAN VA 22102

Steven A Haaser

JHU/APL 6-41

JOHNS HOPKINS ROAD
LAUREL MD 20723-6099

George Hacken

GEC MARCONI (FORMERLY PLASSEY)
MC18A14

150 PARISH DRIVE

WAYNE NJ 07474-0932

Barbara Haleen

UNISYS

P.O. BOX 64252

M/S UIR19

ST. PAUL MN 55164-0525

Paul Hale

INTERACTIVE DEV. ENVIR.
2250 LUCIEN WAY

SUITE 100

MAITLAND FL 32751

Carl Hall
CODE 39203
CHINA LAKE CA 93555-6001

James Hall

NIST/NCSL

BLDG 225

ROOM B266
GAITHERSBURG MD 20899

Allen L Hankinson
NIST/NCSL

BLDG 225

301 590-0932
GAITHERSBURG, MD 20899

Robert P Hanrahan

U.S. AIR FORCE STSC
00-ALC/TISAC

SOFTWARE TECHNOLOGY SUPPORT
BLDG. 100,BAY G

HILL AFB, UT 84056

Tim Harrison

INTERNATIONAL SOFTWARE SYS.INC.
9430 RESEARCH BLVD.

ECHELON 1V, SUITE 250

AUSTIN, TX 78759

Hal Hart

TRW R2/2062

ONE SPACE PARK

REDONDO BEACH, CA 90278

John Harvey

DIGITAL EQUIPMENT CORP.
8100 CORPORATE DRIVE
SUITE 100

LANDOVER MD 20785

Diana J Healey

USCG COMDAC SUPPORT FACILITY
4000 COAST GUARD BLVD.
PORTSMOUTH VA 23703




Carl R Crawford

FCDSSA

MAIL CODE 6133

DAM NECK

VA BEACH VA 23461-5300

Charlotte Crawford

LOCKHEED MISSILES & SPACE CO.
6800 BURLESON ROAD

0/T4-02 B/30OF

AUSTIN TEXAS 78744

Jay Crawford

NAVAL AIR WARFARE CTR.
WEAPONS DIVISION
CODE31C

CHINA LAKE CA 93555

Jacqueline R Cristina

US ARMY STRATEGIC DEFENSE COMMAND

ATTN: CSSD-SA-BT
P. 0. BOX 1500
HUNTSVILLE, AL 35807-3801

Robert J Cunius

CONTROL DATA CORP

11737 FLINTS GROVE LA.
WEST POTOMAC, MD 20878

Edward Cuoco

DIGITAL EQUIPMENT CORPORATION
110 SPIT BROOK ROAD

2K02-1/M11

NASHUA, NH 03062

Robert Curry

DEPARTMENT OF TRANSPORTATION
MARITIME ADMIN.

400 7TH ST. S.W.

WASHINGTON DC 20590

Chris Daly
6720 LONGRIDGE DR.
LANHAM, MD 20706

Hugh Davis

INTERNATIONAL COMPUTERS LTD.
ESKDALE ROAD

WINNERSH, WOKINGHAM
BERKSHIRE, RG11 5TT,UK

Steve Deiss

APPUIED NEURODYNAMICS
769 MARIE CT.

ENCINITAS CA 92024

Kieran Dill

NAVAL AVIONICS CENTER
6000 E. 21ST STREET
INDIANAPOLIS IN 46219-2189

NAWCADWAR-92104-70

Distribution Dist

Gail M Diriskill

CEA INCORPORATED
1680 EAST GUDE DRIVE
SUITE 312

ROCKVILLE MD 20850

Randall E Duran

NSVSWC

10901 NEW HAMPSHIRE AVE.
CODE U33

SILVER SPRING MD 20903-5000

Robert W Ekman
800 N FREDERICK AVENUE
GAITHERSBURG MD 20879

Fay Elassy
DIGITAL
MLO03-5/U26
146 MAIN ST.
MAYNARD MA

Greg Engledove
NAVSEASYSCOM
DEPT OF THENAVY

PMS 4123G1

WASH. D.C. 20362-5101

Edward J Evers

GENERAL DYNAMICS

12101 WOODCREST EXECUTIVE DR.
P.O. BOX 27366

LOUIS MO 63141

William Farrell

DSD LABS

75 UNION AVE.
SUDBURY, MA 01776

Dr. A Farsaie

NAVSWC

10901 NEW HAMPSHIRE AVE.
CODE G42

SILVER SPRING MD 20903-5000

Jeanne Feden

2000 N. 14TH ST.
SUITE 220
ARLINGTON VA 22201

Peter H Feiler

SOFTWARE ENGINEERING INSTITUTE
CARNEGIE MELLON UNIVERSITY
PITTSBURGH PA 15213-3890

Doug Ferguson
WESTINGHOUSE

P.O. BOX 746

MS 5370

BALTIMORE MD 21203




